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from bruce...

fraud watch

WATCH OUT FOR

Mobile Phone Porting

by Bob Bender,
Chief Technology Officer,
Founders Federal Credit Union

Did you know hackers can steal your mobile
phone number and “port” the number to another
carrier without your knowledge? This technique –
also called SIM swapping, SIM splitting or port-out
scam – can be used to steal additional information
about your identity or withdraw funds from your
bank accounts, bypassing any additional security
measures you have placed on your account.

Can you believe we are almost halfway through summer, and at the midpoint of 2018? This
year has brought many new things to Founders. Our new Founders Online gives you even more
features at your finger tips. With more and more security concerns arising all over the world, our
new Founders Online is more secure than ever, but in this issue of Transaction we’ll also discuss
additional tips to keep your finances and identity safe and secure. We’ll also take a look at some
techniques fraudsters are using to compromise information in your mobile phone.
Our Insurance Services team has been working diligently to find new products which would be
helpful to you – including products for businesses both small and large. Our Investment Services
team is always looking out for you and your investments, and has some great information on IRAs
and your options.
If you have questions regarding any of our products and services, call 1-800-845-1614,
visit foundersfcu.com or an office near you for more information.
Thank you for being a member!

Bruce A. Brumfield
Founders President & CEO
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How does this work? Scammers have access to
your name and phone number and attempt to
gather as much additional personal identifiable
information (PII) as they can about you – including
information they can get from phishing events or
other large corporation data breaches.
The scammer contacts your mobile carrier
pretending to be you. They request the mobile
number be ported to another provider and mobile
device. Once your mobile number is ported to a
new device, they can start accessing and gaining
entry to accounts requiring additional authorization
in terms of a code texted directly to your phone for
security verification. Online account access is at
risk and individuals who own cryptocurrency and
use a digital wallet can have this wallet emptied in
just a few minutes.
Victims of port-out scams may not know this
has happened, but if you notice the following
situations occuring, you may want to check with
your carrier:
• Unexplained loss of service with carrier
• Unexpected receipt of text message containing
account authentication/access code information
about your accounts
• “SOS only” appears where the reception bars
usually appear

Social engineering can convince the mobile carrier’s
customer service representative to skip over security
steps with a little persistence and carriers are
required by the Federal Trade Commission (FTC) to
have internal policies for detecting and preventing
identity theft.
What can you do right now?
1. Talk to your mobile carrier about port-out
authorization options.
2. Watch out for unexpected “Emergency Calls
Only“ status.
3. Be vigilant about communications you receive
or unsolicited two-factor authentication requests.
4. Check your social media profiles to ensure your
mobile number is hidden from public viewing.
5. Remove your birthdate from public view.
6. Use two-step authentication for all accounts.
Mobile Carrier extra security requests:
AT&T establish a password known as “extra security.”
Sprint request a PIN be set on your account.
T-Mobile establish a customer care password on
the account.
Verizon set an account PIN.
Where do you turn if a port-out scam affects you?
1. Contact your carrier immediately.
2. Visit identitytheft.gov to report the theft and
follow their checklist instructions.
3. Register a fraud alert.
4. Obtain a free credit report and review your
account.
Finally, if you want additional safety, have your carrier
change your account settings so port-swaps can
only be requested in person at a carrier’s store. Yes,
this may be a little inconvenient, but this can save
you several weeks of work down the road.
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protecting

investing

RELAX ...
WE CAN HELP
YOUR BUSINESS!

IRAs

by Zachary Boerger, Financial Advisor

provided by Founders Insurance Services

Own your own business? Or work for someone who may benefit from group insurance?
Founders Insurance Services can take care of your business insurance needs so you can
focus on what you do best!
Our team has created a one-stop-shop to make
insurance and employee benefits a smoother
process for everyone. We offer coverage for the
following:

GET T I NG TO K NOW . . .

CARLA USSERY

• Group Health Insurance
• Cancer Insurance
• Dental & Vision
• Short & Long Term Disability
• Critical Illness Insurance
• Term Life
•
Call 1-844-879-3274 to speak with a Founders
Insurance Services agent about group insurance
options today!
These products offered through Founders Financial Group, LLC, doing business as Founders Insurance
Services. Insurance products not underwritten by Founders Financial Group, LLC or any affiliated company.
Not NCUA Insured - No Credit Union Guarantee - May Lose Value - Not Deposits - Not Insured by any
Federal Government Agency.
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Carla is the newest member of our
Employee Benefits team. She has
over 20 years of Group Health
Insurance experience and was
previously self-employed prior to
joining Founders. Carla works out
of our Corporate Headquarters in
Lancaster and can be reached by
phone at 803-289-5230 or by email
at carla.ussery@foundersfcu.com.

IRA. We have all heard this term before. We hear
about IRAs on TV and the radio on a daily basis. We
are all told IRAs would be a smart place to keep
our money if we want to retire. But what exactly are
IRAs?

Roth IRA contributions are funded with after taxed
money. This account will grow tax free. Once the
individual reaches the age of 59½, the earnings
within a Roth IRA can be withdrawn without penalty
and incur no income tax or other forms of taxation.

The acronym IRA stands for Individual Retirement
Account. These accounts are a type of savings
designed to help individuals save for retirement.
IRAs offer many tax advantages. There are two
main types: Traditional and Roth IRAs.

Which IRA makes sense for you? That depends on
your current income, the tax bracket you fall into
and what income you expect to have in retirement.
Would you want to have a tax deduction on your
contributions today but pay income tax on your
Traditional IRA withdrawals in the future? Or would
you like to pay tax now on your contributions and
pay no income tax on withdraws from your Roth IRA
in the future? You also have the option to open one
of each for your retirement needs. For guidance
on this topic and others, reach out to Founders
Investment Services and schedule an appointment
with one of our Financial Advisors by calling 1-866385-7977 today!

Traditional IRA contributions may be tax deductible.
The earnings within this account grow tax deferred.
Once the individual reaches the age of 59½,
they can withdraw money out of the IRA without
a penalty. Those withdrawals are then taxed as
ordinary income.

Some IRA’s have contribution limitations and tax consequences for early withdrawals. For complete details and a comprehensive review of your
personal situation, consult your tax or legal advisor. Neither Cetera Advisor Networks LLC nor any of its representatives may give legal or tax advice.
Registered representative offering securities and investment advisory services through Cetera Advisor
Networks LLC, Member FINRA/SIPC. Some advisory services offered through Carroll Financial Associates
Inc., Founders Federal Credit Union and Cetera are not affiliated. Investment Services is a department
of Founders Federal Credit Union. Registered Sales Branch located at 1650 John B. White Sr. Boulevard,
Spartanburg, SC 29301. 864-342-4425
Not NCUA Insured - No Credit Union Guarantee - May Lose Value - Not Deposits - Not Insured by any Federal
Government Agency.
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ONLINE SAFETY
by Kelly Potts

Keeping you and your information safe is always a top priority at Founders. With the launch of the
new Founders Online earlier this year, we have implemented new security features to help fight
fraud and fraudulent access to your account. Below are some important things to remember
regarding accessing your account and suspicious activity to be on the lookout for.
SECURE ACCESS CODES
With the implementation of Secure Access Codes, we now require one more security layer to get
into your Founders Online account. Even with this layer of protection, fraudsters could still attempt to
get past the Secure Access Code and into your account. It is very important you NEVER give out a
Secure Access Code you have received to anyone. The Secure Access Code you receive is for your
use only to get in your account. If someone has contacted you asking for a Secure Access Code it is
likely a scam and you should notify Founders immediately.
ALERT NOTIFICATIONS
You have access to many more Alert Notifications in Founders Online than ever before. Several
Alerts within Founders Online will always be active. These include when your address is changed,
when your password is changed and more, however, you do have the ability to toggle other types
of notifications on at your preference. Simply login to Founders Online, click Services, then Alerts and
set your preferences. In this same section you have the ability to change your Account Alert, History
Alerts and Online Transaction Alerts.
TRANSACTION ALERTS
One of the best ways to monitor what is happening with your account is to set up Transaction Alerts
for your Founders Debit and Credit Cards. These alerts are real-time and can be configured to notify
you by text or email anytime a purchase is made with your card. To register your card in Founders
Online, simply login, select Card Services then Card Alerts.
Please remember, Founders will NEVER contact you requesting your personal information or account
information. We also remind you to NEVER share your Founders Online username or password
with anyone, regardless of who they are or what their intentions may be. If you receive suspicious
communication regarding your Founders Online account, please contact us immediately.
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K E E P IN G Y O U S AF E
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KILLIAN ROAD OFFICE | COLUMBIA

Relax ...

WE HAVE BETTER LOCATIONS TO BETTER SERVE YOU!
To say we have experienced growth in our membership area in the last 18 months is an
understatement! In the last year and a half, we have opened four new offices - our Newport
Office in Rock Hill and BullStreet Office in Columbia in January of 2017, our Richburg Office in
September of 2017, and our Killian Road Office in Columbia in February of this year. All of these
locations have been strategically placed to serve you conveniently and fully.

SPARTANBURG EAST OFFICE | SPARTANBURG

This summer, we are continuing with additional office location changes. In June, we consolidated
our Laurens County offices to two locations, closing our Clinton Downtown location. Our Laurens
County members can visit our Clinton Office on Highway 76 or our Laurens Office on West Main
Street for service. On July 24, we will close our South Church Street Office and permanently move
our Spartanburg East location to 1461 East Main Street to a much larger facility to be able to
serve you better and more efficiently.
Perhaps our biggest undertaking is our completely renovated Rock Hill Center at
660 North Anderson Road opening in late July. This location will house employees from
multiple back-office departments including our Loss Control/Recovery Services, which
were previously located at the Lancaster Square Service Center. Our Rock Hill Center
will also house employees in our eBranch Department which has seen tremendous growth
due to the online processing needs of our membership. While this facility will not have Teller or
Loan Services for members, our Vehicle Recovery Lot will be located at Rock Hill Center.
We continue to make location decisions and changes to better serve you and the financial
needs of all our members. For office and ATM locations, please visit foundersfcu.com/locations
or log in to Founders Online to utilize our locator.

ROCK HILL CENTER | ROCK HILL
CONCEPT STUDY - RENDERING
03.09.17
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Debit Cardholders
Notice of Change to your Founders Federal Credit Union
Debit Card Account Terms

FIND YOUR
HAPPY PLACE WITH A

Vacation

L an
With rates as low as

8.90% APR,*

you can focus more on spending time
with family and less on your budget.
Apply in Founders Online!
* Rates, terms and conditions are subject to change without notice. Rate current as of July 1, 2018 and is the Credit Union’s best rate. Rates may vary
depending on each borrower’s credit history and underwriting factors.

The following is a summary of changes being made to your account terms.
These changes will be effective September 1, 2018. Your acceptance and
agreement to the revised terms will be shown by your continued use of your
debit card after the effective date.
Point of Sale Transactions
Debit Card Point of Sale (Signature)
Debit Card Point of Sale (PIN)

$5,000.00*/day
$5,000.00*/day

* Based on the merchant and type of processing, the transaction may be
submitted via signature or PIN; therefore, the transaction amount will be
applied specifically to the limit for that transaction type.

Labor Day

Monday, September 3

Columbus Day

Monday, October 8

Dormant/Incorrect Address Fees
As of August 1, 2018
Accounts that become dormant (inactive for 21 months) or have an incorrect
address may be charged a monthly fee. The monthly Dormant Account Fee
of $25.00 and Incorrect Address Fee of $10.00 may be deducted from any
account you have with the credit union.

HOW TO
CONTACT US

You may avoid these fees by ensuring your account remains active and by
contacting the credit union if your address changes. If you would like to view
a copy of the entire Fee Schedule, please visit foundersfcu.com or any of our
office locations.

Corporate Headquarters
737 Plantation Road
Lancaster, SC 29720

Double points
EXPAND

YOUR WORLD!
Receive double
CURewards® points on
lodging, travel and dining purchases
from May 15 – July 31 when you
use select Founders Credit Cards.

For accounts that qualify to participate in this promotion, double CURewards® Points are rewarded
for travel, lodging and restaurant purchases made between May 15 and July 31, 2018. The points for
all other purchases will continue to accrue at the normal ratio. Founders Federal Credit Union will determine
which purchases qualify. Points will be posted to your account at the close of each billing cycle.
Cash advances, balance transfers, fees and finance charges do not earn points.
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SUMMER/FALL
HOLIDAY CLOSINGS

All Member Inquiries
foundersfcu.com
1-800-845-1614
Call 24
Lancaster: 1-803-289-5911
Chester: 1-803-581-1211
Fort Mill/Rock Hill: 1-803-547-1211
Other areas: 1-800-762-8758
Investment Services
1-866-739-7064
Insurance Services
1-855-385-7977

Federally insured by NCUA.
Transaction is produced quarterly
in the Marketing Department of
Founders Federal Credit Union.
For all questions and comments please
contact ffcumarketing@foundersfcu.com.
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FOUNDERS MILITARY MORTGAGE
HOMES FOR THE BRAVE

15/15 Adjustable Rate Mortgage

4.25

%
APR

1

WITH NO DOWNPAYMENT,
NO ORIGINATION FEE & NO PMI
AVAILABLE FOR ACTIVE DUTY MILITARY
AND VETERANS
FOUNDERSFCU.COM/MORTGAGE

1
Rate current as of July 1, 2018, and is the Credit Union’s best rate. Rates and terms vary depending on the type of loan, loan to value ratio, credit
evaluation and underwriting requirements. APR is subject to increase or decrease. Pay only 4.25% APR on your first mortgage loan with 360 monthly
payments of $295.30 for each $60,000.00 borrowed. The payment can increase to $427.73 in the 16th year of the loan. Flood, property insurance, and
taxes, if applicable, are not calculated in the payment example. Actual payment obligation will be greater if an escrow account is required. All loan
programs, rates, terms, and conditions are subject to verification of information, your credit history, the location and type of property and other factors
as determined by the Credit Union and may change at any time without notice. PMI=Private Mortgage Insurance. Offer for no origination fee and
100% LTV is only available for Founders Military Mortgage Loan Program. Military issued DD214 or Leave and Earnings Statement for Active Duty Military
required. Additional requirements based on length of service and type of discharge apply.

